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Protect your
valuable
information

GIGE

CYBER INSURANCE GULF




Cyber incidents or security
breaches can have a financial
impact on your business.

With six price plans to choose from, our multi-cover
insurance plan is simple and flexible, covering:

= Breach of information

= Privacy or data protection violation
= Unauthorised access

= Wrongful use of IT assets

= Transmission of any unauthorised software or
computer virus

GIG Cyber Insurance Plans cover all of these risks and
offer services that ensure:

= Data restoration

= Repair and/or restoration of software

= Protection of your corporate reputation
= Forensic services = Use anti-virus, anti-spyware and anti-malware
software.

= Use firewalls and other security applications on all
external gateways.

= Have a dedicated individua[’ responsib[e for = Useintrusion detection Systems or intrusion
information security and privacy. prevention systems and these are monitored.
= Have restrictions on sensitive data (including * Immediately update anti-virus, anti-malware and all
physical records) to only those requiring such access. other security protections following the release of
updates /patches.

= Prompt users to change their passwords
automatically at least every 90 days.

= Have a process in place to immediately delete
system access after terminating employment or third
parties contracts.

L] Be assured in the case of a
cyber-attack that GIG's team of

= Have written information security policies and

procedures that are reviewed annually and dedicated cyber secu I“ity experts
communicated to all employees including o .
information security awareness training. will be ready to assist you 24/7‘ l '



